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• Homework 3 is now late.

‣ If you have not submitted it, you can still do so with the 
standard lateness penalties assessed. 

• Project 4

‣ Due Thursday at 5pm  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• Trying to prove who you are simply by saying your 
name is an example of ...?  

• How are MACs and Digital Signatures Different?

‣ What algorithms used to implement them?  

• Diffie-Hellman key exchanges are vulnerable  
to what kind of attack?
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8.1 What is network security?

8.2 Principles of cryptography

8.3 Message Integrity

8.4 End point Authentication

8.5 Securing e-mail

8.6 Securing TCP connections: SSL

8.7 Network layer security: IPsec

8.8 Securing wireless LANs

8.9 Operational security: firewalls and IDS
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• Transmission is often not the only place crypto needs 
to be used to protect your email.  

• Some system administrators, service providers and (if 
you’re unlucky) law enforcement agencies 
read your email when it sits on the  
server.

‣ e.g., GMail Advertisements 

• How can you protect the confidentiality  
and integrity of your communications?
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Alice:
• generates random symmetric private key, KS.
•  encrypts message with KS  (for efficiency)
•  also encrypts KS with Bob’s public key.
• sends both KS(m) and KB(KS) to Bob.

• Alice wants to send confidential e-mail, m, to Bob.
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Bob:
•  uses his private key to decrypt and recover KS

•  uses KS to decrypt KS(m) to recover m

• Alice wants to send confidential e-mail, m, to Bob.
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• Alice wants to provide sender authentication message 
integrity.

•  Alice digitally signs message.
•  sends both message (in the clear) and digital signature.
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• Alice wants to provide secrecy, sender authentication,  
   message integrity.

Alice uses three keys: her private key, Bob’s public key, newly 
created symmetric key

H( ). KA( ).-

+

KA(H(m))-
m

KA
-

m

KS( ).

KB( ).+

+

KB(KS )
+

KS

KB
+

Internet

KS

9



CS 3251 - Computer Networks I

Georgia
TechPretty good privacy (PGP)

• Internet e-mail encryption 
scheme, de-facto standard.

• uses symmetric key 
cryptography, public key 
cryptography, hash function, and 
digital signature as described.

• provides secrecy, sender 
authentication, integrity.

• inventor, Phil Zimmerman, was 
target of 3-year federal 
investigation.

---BEGIN PGP SIGNED MESSAGE--- 
Hash: SHA1 

Bob:My husband is out of town 
tonight.Passionately yours, Alice 

---BEGIN PGP SIGNATURE--- 
Version: PGP 5.0 
Charset: noconv 
yhHJRHhGJGhgg/12EpJ

+lo8gE4vB3mqJhFEvZP9t6n7G6m5Gw2 
---END PGP SIGNATURE--- 

A PGP signed message:
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• Instead of relying on a CA, PGP uses social 
relationships to verify a key.

‣ If you know a friend of mine and they signed my key (and 
you can verify their signature), you are more likely to believe 
the key belongs to me.
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• For Mac users, download MacGPG. Windows users 
should get GPG4win. Linux users can download GPG.

‣ These are all free versions of PGP based on RFC4880.  

•  From the command-line:

‣ gpg -c filename.txt (encrypt a file using a symmetric key 
generated from a passphrase)

‣ gpg -e filename.txt (encrypt a file using the public key of the 
intended reader).
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8.1 What is network security?

8.2 Principles of cryptography

8.3 Message Integrity

8.4 End point Authentication

8.5 Securing e-mail

8.6 Securing TCP connections: SSL

8.7 Network layer security: IPsec

8.8 Securing wireless LANs

8.9 Operational security: firewalls and IDS
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• We now have an idea of how cryptographic algorithms 
work (and what they try to guarantee).  

• We also know how to ensure integrity of our 
communications.  

• How do we actually use this stuff?

‣ Are we using it on a daily basis?
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• Provides transport layer security to any TCP-based 
application using SSL services. 

‣ e.g., between Web browsers, servers for e-commerce (https)

• security services: 

‣ server authentication, data encryption, client authentication 
(optional)
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• 1. Handshake:

‣ Bob establishes TCP 
connection to Alice

‣ authenticates Alice 
via CA signed 
certificate

‣ creates, encrypts 
(using Alice’s public 
key), sends master 
secret key to Alice

• nonce exchange not 
shown

17

SSL hello

certificate

KA
+(MS)

TCP SYN

TCP SYNACK

TCP ACK

decrypt using 
KA

-  

to get MS

create  
Master 
Secret  
(MS)



CS 3251 - Computer Networks I

Georgia
TechSSL: Three Phases

• 2. Key Derivation:

‣ Alice, Bob use shared secret (MS) to generate 4 keys:

• EB: Bob->Alice data encryption key

• EA: Alice->Bob data encryption key

• MB: Bob->Alice MAC key

• MA: Alice->Bob MAC key

‣ encryption and MAC algorithms negotiable between Bob, 
Alice

‣ why 4 keys?
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• 3. Data Transfer
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• What does this lock actually mean?

‣ Are you secure?

• It really depends...

‣ Some websites used negotiate the use of the “null cipher”.

• So even with the lock icon, no crypto was being used.

‣ Attackers can launch SSL downgrade attacks against older 
browsers.

‣ Commonly misspelled websites might make you think you 
are connected securely to the right page.
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• Long time researcher at AT&T Research/Bell Labs.

‣ Member of the National Academy of Engineering

‣ Professor at Columbia University

• Credited as one of the “Fathers of the 
firewall” 

• One of the originators of USENET

‣ The precursor to World Wide Web, allowed 
people to view and exchange content in  
newsgroups.
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• This is one of the classics of Network Security literature.  

• Although written in 1989, many of the protocols discussed here 
are still widely used today.  

• This is a nice overview of why security research is necessary.

‣ It is hard to build secure systems when the infrastructure supporting 
them was never designed to consider security.

‣ Attacks on specific implementations not discussed.

‣ Three general attack categories: TCP/IP Attacks, Routing Attacks, and 
Abusing Common Protocols.
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• TCP connects are established by the 3-way handshake: 

‣ What do the three messages look like?

• Each client keeps a unique sequence number to order 
packets and prevent against loss.

• An attacker can spoof an IP address, but attempting to 
carry out a conversation when you don’t know the 
correct responses is hard.

‣ If you can guess the response, you can establish a 
connection.
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• On Christmas Day 1994, Kevin Mitnick used this attack 
to break into Tsuomo Shimamura’s machine.

‣ Claimed to be from a “trusted” IP address, added himself to 
rhosts file, gained full access.  

• Unfortunately for Mitnick, Tsutomu Shimomura caught 
him in the act (saw the logs).  

• Ultimately, this incident helped the FBI track  
down and arrest Mitnick in Raleigh, NC.
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• Make the initial sequence number hard to guess.

‣ Most systems now use a PRNG, but they’re not great.

‣ Most implementations of TCP will accept RST packets with a 
sequence number anywhere within their window. 

‣ For a 32Kb window, 217 attempts is enough to get it right.  

• Actively monitor your logs.

‣ But you need to be on top of this as an attacker  
is likely to delete or modify them once they get  
access.
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• One way to make such attacks far more difficult is to 
make guessing an initial sequence number totally 
improbable to guess.  

• Take 5 minutes and modify the 3-way handshake of 
TCP to make it more resistant to such an attack.

‣ Can you incorporate a puzzle or something hard to 
calculate?
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• AS7007 (1997)

• YouTube hijacked by Pakistan (2008)
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• Examples

‣ ICMP Redirect

‣ ICMP Destination Unreachable

‣ ICMP Time to Live Exceeded

• Defense

‣ Filtering
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• Finger

‣ Directory-like service.

‣ Can this help with identity theft? Password cracking?  

• Electronic Mail

‣ We have already shown how to spoof email.

‣ Until recently, even retrieving mail from your server used 
cleartext passwords.
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• DNS

‣ Sequence number guessing and response spoofing thought 
to be potentially serious attacks in 1989.

‣ These are major issues today... why?  

• ARP

‣ A local attacker could similarly siphon off all your traffic.
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• Authentication

‣ Authentication by assertion repeatedly gets us into trouble.

‣ Why do we still do it?  

• Encryption

‣ End-to-End

‣ Link-layer 
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• IP addresses are meaningless as an authentication 
token.  

• Use random numbers whenever knowledge of that 
number may open your system to attack.  

• The core of the network is based on algorithms that 
fall over pretty easily, making the Internet very fragile.
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• Read Chapter 8.7 - 8.9

• Project 4 is looming...

‣ Remember, not being able to get it to work the night before 
it is due is a problem of bad time management.  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